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Configuring Multiple Instances of Railo on Windows

The purpose of this guide is to explain how to set up multiple instances of Railo on a single
instance of Windows. The instances can then be used for redundancy, load-balancing, etc.

This guide was written specifically for Windows 2003. Setting up multiple instances on
other versions of Windows should be quite similar, but not identical, so adapt as necessary
in order to accomplish the same thing in your specific environment.

We will be using the Railo 3.3.2 installers for this document, as they are the most recent at
the time this document was created. Further, they utilize the BonCode Connector, which
was specifically written for CFML.

System Shortlist:

Windows Server 2003

[IS6 pre-installed

Railo 3.3.2.002 (railo-3.3.2.002-pl0-windows-installer.exe)
Logged in as “Administrator”

Installing the First Instance of Railo/Tomcat

Installing the first instance of Railo is the easy part. It's a typical install with some
customizations that allow it to work better in a multiple-instance server.

1. Download the installer from http://railo.viviotech.net/
2. Launch the installer, and set the installation directory to “C:\railo01\" - this will help

us properly identify our multiple installations later on.

JRTeIE
Installation Directory . :;b
eGJJ(Q)

Please specify the directary where Railo will be installed.

Installation Direckory IC:'I,raiIoDl|

MNext = Cancel
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3. Onthe “Tomcat Port” screen, set the port to something that is easy to recognize
which instance it will be used for. In this example, | will be using 8801 for web
instance 1, 8802 for web instance 2, etc.

R
Tomcat Port %;(gs'

‘What part number do you want Tomcat to listen to? This will be the port that you will use to access
both Tomcat's Web Administrator and Railo's Server Administrator, IF you're not sure what this is,
jusk leawve it set ko it's default value.

Tamcat Pork |aac|1|

+ Back. | Mext = | Zancel |

4. Do NOT select to start at boot time, as it would just create more work for us later.
5. Do NOT install the IS Connector at this time. We will install it manually later.

The last page of the installer should take us to our new instance which should be happily
running on port 8801:

r @ Index of | x} @ ‘Welcome to Failo 3.3 “

C (O locahost:250 1/index.ofm

Welcome to th

Railo 3.3
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Customizing the Railo/Tomcat Instance

Now that we have a basic Railo instance installed, we need to customize it a little so
everything will work as intended; both in the instance itself and for future instances
installed to the system.

Specifically, we are going to need to change some of the default ports that Tomcat uses by
default and update the default service names and configurations. All of this is relatively
easy to do, once you've done it once or twice and understand what things do.

First, you will need to open an instance of “Notepad.exe” as the Administrator user. This will
allow us to edit the files we need to edit and save them once they're edited. In Windows
2003, this is as easy as logging in as the “Administrator” user and selecting “notepad” from
the start menu, but if you're not running as the Administrator user you may need to take
additional steps in order to run notepad under the Administrator user account.

1. Open the Railo Tomcat Service Control and STOP Tomcat.

2. Open Notepad as the “Administrator” user

3. Select File->Open, and navigate to “C:\railoO1\tomcat\conf\” - where we installed
Railo earlier in this document. Make sure the “Files of Type:” drop-down is set to All
Files so you can see the XML files in the conf folder.

[* untitled - Notepad

Fil= Edit Format Yiew Help

open 21|
Lok i Il'f} conf j 0 ? N

Catalina
catalina. policy

m catalina. properties
22 contesk, zml

m logging. properties
| server.xml

2| tomcat-users. il

m uriworkermap. properties
2| b el

m workers, properties

p Metwark. File name:
Places

Files of type:

Encoding:
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4. Open the “server.xml” configuration file. This is the File which configures the ports

that this instance of Tomcat will listen on.
For the sake of simplicity, | recommend the following format for port numbering:

80nn - Shutdown Port
88nn—-HTTP Port
84nn-SSL Port
89nn- AJP Port

So... that means that the following ports will be used for our first instance:

8001 - Instance 1 Shutdown Port
8801 —Instance 1 HTTP Port
8401 —Instance 1 SSL Port

8901 - Instance 1 AJP Port

This will provide you with a solution that can scale into the double digits. If you need
a solution that can scale to triple digits, you will either need to find a different
solution or you can just update your numbering scheme.

Update the Shutdown Port, the HTTP Port, the SSL Port, and the AJP port in the
server.xml file to match the instance number you're currently working on. The
following are some screen shots that will show you the general location of those
ports in the server.xml file:

P server.ml - Notepad

File Edit Faormat Wiew Help

_lol x|

(the "License'");
the License.

wou may not use this file except in compliala|
http: Swww. apache.org/1icenses /LICENSE-2.0
iting,

¥OU may Dgta1n a copy of the License at
Shutdown Port . SIJ
. 'as ISY B

OF ANY KIND, either express
ic language governing permissi

Unless required by applicable
distributed under the License 1.
WITHOUT WARRAMTIES OR CONDITIO
See the License for the specg
Timitations under the Lice
——x

ot ftself a "Conta1ner
such as "valwes" at this 1eve
chs/config/server html

¥Du My

: R DDcumentat1Dn at Jdocs/configs/1isten
<listener clatcHIme=" org.apache. catalina.security. SecurityLi:

<!——appr Tibrary To
<Listener classmMame=" D
<!—-Initialize Jasper

. Documentation at Sdocs apr.htm] —-»
.apache. catalina.core. apriifecycleld:
o to webapps are Toaded. Documentas
<Listenar classwmame=" DPE ache. catalina.core. JasperListenear
<!—— Prewvent memor:y 1ea = 2 to use of particular javasjava
<Listener classmame="org.apathe.catalina.core.JrememoryLeakp
<Listener <lassmame="org.apache.catalina.mbeans.Globalresour
<Listener <lassMame="org.apache.catalina.core.ThreadLocalLea

| | bl

a  Tebidimee be e mon WU e s Demba e e
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P server.xml - Notepad

Eile Edit Format Wew Help

APR (HTTP/AJP) Connector: Jdocssapr.html
cefine a non-ssL HTTP 1.1 Connector on port 080

——>
<Connector par Cpr col="HTTP/1.1" HTTP
canne e o 200"
redirectror %—— SSL
<l—— a "Connector' usritr-tde ared thread pool--=

<l —=
<Connector executor="tomcatThreadrPool”

port="8080" protocal="HTTF/1.1"

9 connectionTimeout="20000"
redirectrort="58443" /=
——=
v <!l-— pefine a S5L HTTR/L1.1 Connector on port 5443
This connector uses the 15sE configuration, when usin
u connector should be using the openssL style configura

described in the aPr documentation --»>
<l —=
i <Connector port="8443" protocol="HTTF/1.1" ssLEnabled="tru
i maxThreads="150" scheme="https" secure="trus"
clientauth="false" sslProtocol="TLS" />

——>
i
<!-— pefine an H Conmector on port 8009 ——x
<Connector portg’ 5009 col="a1rP/1.3" redirectrPort="84.
AJP
<!-— an Engine represents the entry point (within Catalina
-
< I ;DI

Now, if you start the service and go to the command-prompt and type in “netstat
-anp tcp”, you will be able to see Tomcat listening on port 8001, 8801, and 8901.
There's no SSL port because we haven't set up SSL yet. Actually setting up the SSL
ports is beyond the scope of this document, but you can follow any available online
documentation to set up SSL, so long as you remember that it will be on port 84nn

(or whatever you choose for your port numbering method).

Command Prompt

C:“Documents and Settings“~Administratorrnetstat —anp tcp
Active Connections

Local Address
AB.B8._A:21
.A_A:8A
.A_A:135
.A_A:445
.A._A:1825
.A.A:1826

Proto
TCP
TCP

=]
=]
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C:sDocuments and Settings~Administratorl
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Customizing the Railo/Tomcat Service

The next thing we need to customize is the Railo/Tomcat Service and Service Control.
Customizing each service control is required in order to retain direct control over each
Tomcat instance on our system. If we do not have a unige service control for each Tomcat
instance, we will have no way to start or stop each unique Tomcat instance.

Thankfully, the Tomcat project makes this very easy using their service.bat script that is
included in the Railo installation. We essentially need to remove the generic service control
that was set up by the Railo installer, and customize it to work with each specific
Railo/Tomcat instance. Let's start by removing the current control.

Like notepad before, we will need to run a command-line window as the “Administrator”
user. The easiest way to do this is to log in directly as the “Administrator” user, but on some
Windows systems you may need to find other ways of running a command-line window as
the “Administrator” user.

1. Open a command-line window as the Administrator user

2. Typein “cd C:\railo0O1\tomcat\bin\" to change your current directory to the “bin”
folder inside Tomcat. Our service.bat file is located here.

3. Typein “service.bat remove Railo". This will REMOVE the Tomcat service that was
created by the installer. NOTE: this will also BREAK the “Railo Tomcat Service
Control” link in the Start menu. We will fix it later.

4. Typein “service.bat install Railo01". This will create a NUMBERED service control
that will play nicely with other Railo/Tomcat services you control in the future.

5. Typein “move Railow.exe Railo01w.exe”. This will rename the binary for the Tomcat
service control to match the Tomcat service name.
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6. Occasionally, the Tomcat service.bat file has problems identifying the proper JVM to
use with the Tomcat service. This is usually due to other JVM's being installed on the
system. To fix this, we need to edit the Tomcat Service Control. Now that we have the
start-menu link working, lets click on it to open the Tomcat Service Control. Onceit's
open, click the “Java” tab at the top and ensure that the “Java Virtual Machine” is
pointing to the JVM that's located in the Railo directory. If it's not pointing to this
directory, or if “Use default” is selected, you'll want to update it.

Note in the following screen shot, that the JVM is located in the C:\railo01 directory.
Also note, if you want to change the MEMORY that's allocated to this JVM, you do it
here in this service control.

" Apache Tomcat Railo01 Properties x|

General I Log on I Logging Jawa |Startup I Shukdawn I

lava '-.l'lrtual Machine;
I C:railo01hjdkibin serverjvemn, dil 200 |

lava Classpath:

I C:railo01tomcatibinbootstrap, jar; Crailod 1komcatibind komcak-juli, jar

‘t Jawa Options:
-Dieatalina, base=C:railo01\komcat ﬂ

1 -Dicatalina, home=C;railo0 1\ tomcat
-Djawva.endarsed, dirs=C:raila0 1 tormcatiendarsed

-Diawva.io. trmpdir=C:railo0 1 komcat kemp j
Irikial mermory poal: | 128 ME
I Maximum memotyy pool: | 256 ME
h Thread stack size: I KE

Al

Customizing IIS to Use a Specific Tomcat Instance

The last piece of the puzzle is customizing IS to use a specific Tomcat instance for each
different site we set up in it. This will provide some isolation between the Tomcat instances,
so that if one Tomcat instance goes down, the other Tomcat instances (and thus, sites) will
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remain unaffected.

1.

Navigate to “C:\railo01\AJP13". This is the directory that the BonCode connector
setup Files are located in.

Delete the “installer.settings” file from the directory. This is a file created by the
Railo installer that helps automate the installer process. However, since we are
installing the BonCode Connector manually, we do not want this file overriding the
settings we select during the install process.

Double-click on the Connector_Setup.exe program to begin the BonCode Connector
installation process.

In the “Where is Tomcat Located” screen, you can leave “localhost” as the server, but
be certain to update the server port from the default “8009" to “8901” — which is the
port we set up for AJP to use earlier.

P4

SEAFCN [0 Folders | JEE 3T A =p | )T

1

u

ﬂ Setup - BonCode AJF 1.3 Caonnector:

Where is Apache Tomcat located
Server and Port

Please provide the server name and part that vou have installed the tomcat inskance
to be reached by the connector, It is recommended that wou accept the defaults if vou
hawve naot made any changes. To continue, click Mext,

Apache Tomcat Server:

Apache Tomcat AJP Port:

- \
Change to "8901"

e 1221

T
S T

LR R
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5. On the “Setting Options” screen, be sure to include “Enable Header Data Support”.
This is required for mod_cfml.

B T T

ﬂ Setup - BonCode AP 1.3 Connectar

T [

Setting Options
pre-configure conneckar settings

The connector can be fine kuned by changing the (BonCodeAJP 13, setkings) setting
file. Here are some options that are available via this installer. If wou are nok sure
what these options do, it is recommended that wou do not change them, For additional
settings please consulk the pdf manual, To continue, click Mext.,

3 W Enable Header Data Support

[ Force Secure Sessions {Requirese HTTPS support)
[ allow Empty Headers
[~ Enable HTTP Flush Support

LA o7

[~ Enable Client Remaote IP detection {x-Forward-for translation)

il =S I}

6. Select “Let me choose specific sites” when presented with that option.

S M ) T - Ny, f |

1 g B)

1n

1

E Setup - BonCode AJF 1.3 Conneckor - ///////

Select All or Specific Option
Please select whether all IIS sites should be made available or only specific ones

Please Select

" all 115 Sites (Once per Sike)

% 1 et me choose specific sites:

< Back Cancel

TiT P T e T e e T



http://www.viviotech.net/

Vivio Technologies Inc.

( POB 345
Walla Walla, WA 99362
Toll Free — 1.877.44VIVIO
1.877.448.4847
/

TECHNOLOGIES Direct - 1.509.593.4207
http://www.viviotech.net/

.. and afterward select the sites you want to run on the first instance of Tomcat.

7. After that, the defaults should be fine and you should be able to hit the site through
lIS.

Installing Additional Instances of Railo/Tomcat

Additional instances involve keeping track of the instance number that you're working on as
you install more instances, and do almost exactly the same thing we've just done to the first
instance.

1. Run the Railo Installer, be sure to use the numbered directory names (railo02,
railo03, etc) and proper tomcat port numbers (8802, 8803) as you move through the
install process. Remember NOT install the IIS connector through the installer. We
need to install the connector manually into each site.

2. Stop the new Railo service.

m Il m
ilo Mame | Description | Skaktus | Skartup 1
\MNET Runtime Optimization Servi...  Microsaft ..., Manual
% MET Runtime Optimization Servi,..  Microsoft ... Manual
%.ﬁ.lerter Motifies sel... Disabled
4 pache Tomcat Railo Faila Tomc,.,  Started Manual
%.ﬁ.pache Torncat Railo0l Railo Tome,..  Started Automati
rg %.ﬁ.pplicatinn Experience Lookup 5., Process ap...  Starked Autornati
%.ﬁ.pplicatinn Laver Gateway Service Provides s... Manual
%.ﬁ.nnlicatinn Manaaement Processesi... ranual

3. Change the ports in the server.xml file for the new instance like we did before.
Remember the numbering method:

80nn - Shutdown Port
88nn—-HTTP Port
84nn-SSL Port
89nn- AJP Port

So for our second instance we'll use:
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8002 - Instance 2 Shutdown Port
8802 - Instance 2 HTTP Port
8402 - Instance 2 SSL Port

8902 - Instance 2 AJP Port

4. Remove the generic “Railo” service, and replace with numbered service “Railo02" -
whatever instance number we're on - through the command-line as we did before.

5. Rename the “Railow.exe” to “Railo02w.exe”.
6. Ensure that the Railo service control is pointing to the correct JVM, as before.
7. Create new Start-menu links for your new instance. Here's a step-by-step:

1. In the start-menu, right-click the “Railo” folder and select “Explore” from the pop-
up box.

] Wracle ¥ YIrUaldox GUest Additons
m Raila-Tomcat Se ) Startup »

& Internet Explorer

‘. Google Chrome @ i

Open
Ex |:|||'| re

k=) Railo Server ddminiskrabor
Railo-Tomcat Service Control
Services (115 ¥ @ Fooooit by Marie b bl Railo-Tomcat Service Monitor

M F  Properties ] Tarncak Host Canfig
@ Rail Uninstall Railo

Log CFf Shut
'Dg E = BT |ni5trat|:|rs,iustfnlluwthefnllum

Iif Start J EN-N i1 N J ¥ Internet Information Ser... | £ welcome to Railo 3.3 - G... | 1 [

0 C Explo
E FileZilla Lﬂ ¢ pelete
I

a:g Internet Infarm

Renarme

&l Brograms

2. Once the Explorer Window is Open, hit CTRL+A to highlight all the links, and then
CTRL+C to copy them. From there, hit the Up-Folder arrow so that you're in the
“Programs” folder.

@ C:"Documents and Settings'All Users', Start Menu',Programs',Railo

File Edt Yew Favworites Tools  Help

QBack ~ o3 - (T | - Search | Folders | & L X ) | ;s

Address dflC:'l,Du:u:u = and Settingsiall Users)Start MenuhProgramsiRailo

Folders \ X || Mame = |
seskkop \ ] Railo Server Administrator |
] My Documents Railo-Torcat Service Control
j My Computer ERailu-Tumcat Service Maonikor

P Eﬂ Terarak Hack manFin
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3. Now that you're in the “Programs” folder, create a new folder called “Railo 02",
enter it, and hit CTRL+V to paste the Railo links into the new folder. These new

links need to be updated to point to our Railo02 instance.

4. Edit the links by right-clicking on them, and selecting “Properties”, then updating
the ports, folders, or service names of each link to point to the correct instance of

Tomcat.

8. The last step is to update the BonCode Connector and make IIS point the second site
to the second instance of Tomcat. To do this, just run the BonCode Installer from the
“C:\railo01\AJP13" directory (This is the first instance we set up), and select a single
site install For the new site you're connecting to the new Tomcat instance. Make sure
you use “8902" for the port number this time around, so it will match the AJP port of

your new Tomcat instance.

=)
Fq File  Action  Wiew Window Help |;Ii|_
c» D@ XED | @m[2] >80

F'J Internet Information Services | Mame = | Drake Modifi

= 5 1 JCM-DEW {local computer) |i:] BonCodedIP13.dl

B#-_J Application Pools |#]BonCadeair13.settings

E| ) web Sites | %] BonCodeTrs. di

B~ Default Web Site (1
- utdreamz.arg

l ) aspne File Edit Format  Wew Help

-1 BIN
=) g M I BonCodeAJP13.settings - Notepad

45 KB Application Extension  3f12/z2012!
1KB SETTIMGS File 4f11jz012:
11 KE Application Extension  3f12f2012 !

=10l

i BN fesettings >

l | Web Service £ |<Server>localhost</Servars

<POrt>8902</Ports

<Enableremoteadmin=True</Enableremoteadmin:
<EnableHeaderbatasupport>True<y/EnableHeaderbatasupport>
<Forcesecuresession>False< /Forcesecuresessions

<A1l owEmptyHeaders>False</ /Al lowEmptyHeaderss

-l

9. Repeat as needed for as many Tomcat/Railo instances as you need.

10.The end result will allow you to separate out your Tomcat instances to as many or as
few sites as you want — allowing you to shut down a site or Tomcat instance while not

effecting other sites on the same server.

@_@|I§| Fom Il m

34, Services (Local)

| Skatus

MET Runtime Opkimizatio. ..

Apache Tomcat Railo02 Mame  #
Stop the service 48 NET Runtime Optimizatia. ..
Restart the service %Alerter

%Apache Tomcak Railo0l
2% anache Tomcat Railo0z

Description:
D =il Trmeat 7 Corsar P

Started
Skarked
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